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17:00-21:00 CyberWeek@LAC4 2025 Opening

17:00 Opening Remarks

Raul Fuentes Milani, EU Ambassador to the Dominican Republic
Guido Gomez Mazara, President of INDOTEL

Liina Areng, President of LAC4

17:30 Opening Conversation: “Trust on the Edge: CSIRTs Leading Battles on Bits and Beliefs
As digital and societal trust come under simultaneous pressure, the LAC region faces a new
generation of cyber challenges. Quantum computing is reshaping the foundations of
cryptographic security, while disinformation campaigns exploit networks to distort perception
and destabilise institutions. In this opening conversation, Heads of CSIRTs from LAC and Europe,
together with a private sector representative explore how to defend both system integrity and
information credibility. The scene-setting discussion will examine how LAC can build borderless
resilience when the frontlines now span both bits and beliefs.

Carlos Leonardo (CSIRT-RD), Veikko Raasuke (CERT-EE), Ruben Avendano (CrowdStrike), Anish
Bachu (TT-CSIRT), Julian Di Césare (CERT-AR)

18:30-21:00 Networking Reception

CEF Center — Santo Domingo

08:30-09:30 From Telemetry to Active Defense: The Power of the
Agentic SOC and Data Pipeline

Track #1 Incident Response Bootcamp

Speaker: Ruben Avendano

08:30-09:30 Scoping offensive services*

Track #2 Threat Hunters Unite

Speaker: Sille Arikas

08:30-13:00 EL PACCTO 2.0 Session on Digital Forensics

Track #3 Cyber Defense Engineering

Speaker: Francisco Garcia, Daniel Pozo

09:30-10:00 How Al transforms AppSec: Raising Capacities in
Vulnerability Management

Track #1 Incident Response Bootcamp

Speaker: Laura Diaz
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10:00-12:00  Cyber Landscape in Estonia 2007 > 2025 Rttt

Santo Domingo
Track #1 Incident Response Bootcamp

Speaker: Veikko Raasuke

10:00-12:00  Supply Chain Validation*

Speaker: Sille Arikas

12:00-14:00  Lunch

13:00-14:00  Unified Communication for Cyber Crises: Practical Tips
for CSIRTs in Latin America and the Caribbean

Track #1 Incident Response Bootcamp

Speaker: Jersain Zadamig Llamas Covarrubias

13:00-14:00  Identity Theft in the Active Directory

Speaker: Julio Urefa

14:00-18:00  Continuous Early Warning System for elD Estonia
ROCA Type Incidents

Track #1 Incident Response Bootcamp

Speaker: Juan Luis Vargas Molina

14:00-18:00 Beyond Googling: Operational OSINT for
Cybersecurity Teams*

Track #2 Threat Hunters Unite

Speaker: Ago Ambur
14:00-18:00 EL PACCTO 2.0 Session on Malware Analysis

Speakers: Francisco Garcia, Daniel Pozo
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CEF Center — Santo Domingo

08:30-09:00 Living on the Front Line and Performing
Reconnaissance with XDR: ESET Inspect

Track #1 Incident Response Bootcamp

Speaker: David Quevedo
09:00-12:00 CSIRTs Maturity Evaluation

Track #1 Incident Response Bootcamp

Speaker: Carlos Leonardo

08:30-12:00 Beginner’s Guide to Malware Analysis*

Track #2 Threat Hunters Unite

Speaker: Alexandru Ciobanu

08:50-12:00  EL PACCTO 2.0 Session on Cyber Intelligence and
Report Creation

Track #3 Cyber Defense Engineering

Speaker: Francisco Garcia, Daniel Pozo

12:00-13:00  Breaking Down Silos: Integrated Cybersecurity in
Times of Technological Fragmentation

Track #1 Incident Response Bootcamp

Speaker: Rainieri Marmolejos Cabrera

12:00-14:00 Lunch

13:00-14:00  Are You Gonna Go My Way? Building Resilient Organi-
sations and Complying with Regulations and Oversight

Track #2 Threat Hunters Unite

Speaker: Radoslaw Gnat

13:00-14:00  CARICOM Cyber Security and Cybercrime Action
Plan (CCSCAP)

Track #3 Cyber Defense Engineering

Speaker: Jason Andrew
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14:00-15:00

14:00-15:00

14:00-15:00

15:00-16:00

15:00-16:00

16:00-16:30

CYBER
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. . . @LAC4 2025
Turning Offense into Defense: Enhancing 17-20 November

Detection Engineering with Red Team

Track #1 Incident Response Bootcamp

Speaker: Rasmus Manna

Lessons Learned from a National
Anti-Scam Approach

Track #2 Threat Hunters Unite

Speaker: Marylin Spagnol-De Kort

Cybersecurity in Peru*

Track #3 Cyber Defense Engineering

Speaker: Cesar Farro Flores

Beyond Cyber Resilience

Speaker: Edward Millington

Cyber Fraud and Underground World

Speaker: Braian Arroyo

EU-LAC SHIELD: Cybersecurity Cooperation within the
EU-LAC Digital Alliance

Track #1 Incident Response Bootcamp

Speaker: Jean Marie Chenou

* %k %
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Centro Cultural de Espana Santo Domingo

10:00-10:30 SEO Black Attacks in Brazil

Speaker: Mauricio Leite Ferreira da Silva (BR)

10:00-10:30 Never Let a Good Crisis Go to Waste: What We Can Learn
from the F5 Crisis

Track #2 [ Sala Polivalente

Speaker: Radoslaw Gnat (PL)
10:30-11:00  Cyber Threat Attribution

Track #1 f Sala Maria Ugarte

Speaker: Paul Smale (UK)

10:30-11:30  From Incident Response to Crisis Communication and
Information Management: A 10-step Playbook for CSIRTs

Track #2 | Sala Polivalente

Speaker: Jersain Zadamig Llamas Covarrubias (MX)

11:00-11:30 Break

11:30-12:00  Emerging Threats in the age of Al —an Argentine
Perspective

Track #1 f Sala Maria Ugarte

Speaker: Braian Arroyo (AR)
11:30-12:00  Cyber Security in the Entertainment business

Track #2 [ Sala Polivalente

Speaker: Rasmus Manna (EE)

12:00-12:30  Chilean National Cybersecurity Agency’s Taxonomy
of Incidents

Track #1 f Sala Maria Ugarte

Speaker: Benjamin Iturra (CL)
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12:00-12:30

12:30-13:30

13:30-14:00

13:30-14:00

14:00-14:30

14:00-14:30

14:30-15:00

15:00-15:30
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Multi-Agency Incident Response Co- @LAC4 2024
ordination, The Power of Collaborative Defense

Santo Domingo

Track #2 | Sala Polivalente

Speaker: Jeniece Joseph (TT)

Lunch

Behind a Cyberattack and Staying Ahead of the
Threat Curve

Track #1 [ Sala Maria Ugarte

Speakers: Rheana Hagigal & Zoe Duncan (IM)

Building National Cyber Resilience: Progress,
Challenges and Vision of the Costa Rica

Track #2 | Sala Polivalente

Speakers: Gregory Pacheco & Jorge Vargas (CR)

Beyond Exploitation: Standardising Vulnerability
Reporting with PwnDoc

Track #1 | Sala Maria Ugarte

Speaker: Jhon Fernandez (BO)
National Ransomware Response — Education Sector

Track #2 | Sala Polivalente

Speaker: Jarrod Thompson (BS)

Break

Experience in Automating SIEM Detections in SOAR and

Generating Related Use Cases Plus an Introduction to
CERTuy and the Evolution of the Number of Incidents

Track #1 [ Sala Maria Ugarte

Speaker: Nicolas Correa (UY)

Challenges and Opportunities in Implementing a
National CSIRT — The Case of Ecuador

Track #2 | Sala Maria Ugarte

Speaker: Gladia Lara, Esthela Cabezas (EC)
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15:30-16:00  Digital Threats and Lessons Learned: the @LACA 2024
Current State of Cybersecurity in Paraguay

Track #1 | Sala Maria Ugarte

Speaker: Brumhilde Ojeda (PY)

15:30-16:00  Panama Connected and Protected: Everyone's
Role in Cybersecurity

Track #2 | Sala Polivalente

Speaker: Veronica Osorio (PA)

16:00-16:30  Break

16:30-17:00  Early Warning Network: Observation for the Effective
Prevention of Incidents

Track #1 j Sala Maria Ugarte

Speakers: Patricio Emilio Bolino (PE)

16:30-17:00  Implementation of OpenDNS in the National SOC

Track #2 | Sala Polivalente

Speaker: Jhomil Borrel, William Abreu (EE)

17:00 Closing

LAC4 reserves right to change the programme unannounced.
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